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ARKAJAIN

University
Jharkhand
7th Semester End Term Examination: 2022-23
Subject : Cryptography & Network Security
Course : B.TECH. ( CSE) Roll No: ..ouieeersin
Full Marks : 70 Time : 3 Hours.

Instructions to the Candidates:

* Read the question paper very carefully.

Start writing from 2nd page onwards; Don’t Write On The 1st Page Backside.

Question Paper is divided into Three Parts -A, B & C.

Part-A is containing 12 short answer questions.

Part- B containing SIX questions out of which FOUR questions are to be

answered.

* Part C containing FOUR questions out of which TWO questions are to be
answered.

* Do not write anything except your Roll No. on the question paper.

¢ Possession of Mobile Phones or any kind of Written Material, Arguments with
the Invigilator or Discussing with Co-Student will comes under Unfair Means
and will Result in the Cancellation of the Papers.

PART - A
Short Answer Questions . [12x1=12]

1.i) What are the types of attacks on encrypted message?

ii) What is cryptanalysis and cryptography?

iii) What are the key principles of security?

iv) How does simple columnar transposition w-ork?

v) Define threat and attack.

vi) Give any four names of substitution techniques.

vii) Corﬁpare stream cipher and block cipher with example.
viii) How many keys are required for two people to communicate via a cipher?

ix)Compare Substitution and Transposition techniques.
'x) Find gcd (56, 86) using Euclid’s algorithm,

xi) List any three hash algorithm.

xii)What is masquerading?



PART - B |
Answer any FOUR out of SIX » [4x7=28]

2. Explain in detail Transposition Technique?

3. Discuss in detail block cipher modes of operation.
4. Write and explain the digital signature algorithm.
5. Mention any one technique of attacking RSA.

6. Mention the strengths and weakness of DES algorithm.
" 7. What is Kerberos? Explain how it provides authenticated service.
PART - C

Answer any THREE out of FIVE [3x10=30]

8. What are the key algorithms used in S/MIME?
9. Briefly explain Deffie Hellman key exchange with an example.

10. Discuss any four Substitution Technique and list their merits and demerits.

11. Perform decryption and encryption using RSA algorithm with p=3, q=11, e=7 and
N=5.

. 12. What are the positive and negative effects of firewall?



